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How to increase societal resilience

“A resilient society [is] one with strong social bonds, social 
institutions, and societal trust.” This is the broad summary 
of the definition of NATO on societal resilience. A more 
detailed definition states that societal resilience is the 
“ability of a society to resist and recover quickly from 
major shocks like armed attacks, natural disasters, health 
crises, or critical infrastructure failures, combining civil 
and societal preparedness with military capacity. It 
involves governmental institutions, the private sector, and 
civil society, emphasising the importance of citizens in 
national preparedness and responses, including effective 
public communications and countering disinformation. 
Trust between citizens and governmental institutions is 
crucial for effective crisis management and improvement 
of societal resilience, highlighting the need to engage the 
public in civil preparedness and defence efforts for long-
term effectiveness. Citizens' understanding and active 
contribution are essential for a society's success in 
resisting and recovering from challenges.”¹

The state of resilience of oneʼs society impacts a countryʼs 
ability to deal with diverse crises / shocks. The question of 
societal resilience is one that has been raised more often 
in the last few years in our digital connected societies in 
geopolitical tense times while dealing with several severe 
crises simultaneously. Aspects include for example the 
Russian invasion of Ukraine, threats in cyberspace be it 
cyber-attacks, sabotage or disinformation campaigns, 
climate change or pandemics such as COVID-19. In this 
first panel, we took in particular Ukraine as a case example 
from which lessons can be learned for the European Union 
and its member states. Several issues where highlighted 
and discussed in more detail:

• Impact on democratic systems and processes 
including the increased risk of corruption 

• Grey-zone areas of security policy including 
instruments of hybrid warfare such as disinformation 
and cyber attacks

• Entanglement of critical and physical infrastructure 
as emerging threat landscape

During times of crises, democratic systems and processes 
often suffer. The need to act swiftly to respond to a crisis 
often comes with a tendency to centralisation, excluding 
of stakeholder groups as well as neglecting transparency 
and consequent procedures actions with less possibilities 
for democratic checks-and-balances. Therefore, the 
integrity of a democratic state system is of relevance for 
the societal resilience. There is a need to still have 

accountability, responsibility, checks and balances, rule of 
law, legitimacy and an efficient bureaucracy.

One area where this can be seen is corruption. The OECD 
has several indicators for public integrity such as financial 
sustainability, legislative procedural scrutiny, political 
finance safeguards in practice, regulations on 
transparency of political influence.² While often 
corruption is only viewed as an economic problem, it can 
also be a tool of hybrid warfare. Therefore, it is important 
even in times of war to continue with measures to fight 
against corruption. Ukraine proves to be a good case 
example in this area. Despite all odds, there a still 
implementing reforms and provide data which allows to 
watch and monitor developments in this area. In some 
areas, they are even doing better than OECD average (e. g. 
new law on lobbying or access to public information). 

In Ukraine, a tendency of centralisation and a decline of 
democratic processes can be seen (in particular since 
implementation of Martial law). Therefore, elections as a 
tool for democratic participation and legitimacy need to 
be temporarily replaced by other instruments like 
electronic petitions. Local and regional levels play a key 
role here in times of democratic limitations on the 
national level. The local level can serve as a platform for 
societal influence on decision-making to preserve 
legitimacy of power. At the moment, Ukrainian civil 
society (NGOs, churches, ...) is often the first relief actor 
after incidents rather than the state. Furthermore, 
digitisation helps to increase civil participation and 
resilience. There are new platforms to coordinate 
humanitarian help, re-/displacement etc. Digital state 
services serve as ground for quick reaction to critical 
situations. However, this is only possible because the 
digital foundation was laid before full-scale invasion. In 
general, citizen participation beyond elections fosters 
communication between the state and society and can 
help to improve the bond between society and the state. 
Additionally, sometime pragmatism helps.

While critical infrastructure sector definitions vary, there is 
the commonality that these organisations and facilities 
are of critical importance for the functioning of the state, 
society and economy. A “failure or impairment would 
cause a sustained shortage of supplies, significant 
disruptions to public order, safety and security or other 
dramatic consequences.”³ Critical infrastructure increased 
in importance in the last years and plays an essential role 
when it comes to grey-zone operations. Grey-zone is the 
area between a clearly defined act of war and a peaceful 
state. Here, critical infrastructure is getting weaponised 
through cyber and other means with, for example, the 
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intent to distil panic / insecurity in a society or to interfere 
with economic operations. Critical infrastructure 
operators have become geopolitical actors in a sense. For 
example, in Ukraine experienced severe damage and 
destruction on its critical infrastructure, in particular in 
the sector of energy. A United Nations Human rights 
report estimates that “by June 2024, 73 per cent of the 
power-generating units of TPPs [thermal power plant] in 
Ukraine were rendered inoperative due to severe 
damage.”⁴ In the first four months of 2020, there were 
several thousand cyber-attacks (mostly on governmental 
institutions) with one probable aim to collect data on 
Ukrainians and gain control over media to employ 
disinformation campaigns. In Ukraine, the IT army of 
Ukraine (a grass-roots organisation founded to defend 
against Russian cyber-attacks) plays a key role in the 
response. Before 2022, tests to analyse vulnerabilities 
were illegal, but are now supported by the government. 
However, in countries that are in the so-called grey-zone, 
detectability as well as the respond to these incidents 
remains a problem: What qualifies as an accident and 
what is an attack? Who are the responsible actors? What 
are the appropriate measurements to react? And what role 
can civil society play within the legal framework of 
individual countries?

In this area, the further entanglement between critical 
digital and physical infrastructure emerges as growing 
threat landscape. There is even more the risk that cyber 
interferes with national and international security issues 
as well as economic and societal areas. Critical 
infrastructure itself needs to be secured from (foreign) 
interference. However, citizens themselves need to be 
secured from critical infrastructure when it gets 
weaponised in any way that would mean danger to the 
public. Sensitivity among the public needs to be increased 
about these threats.

Here, the task of integrated security comes into play since 
in this hybrid environment civilian and defence aspects 
need to be thought together and the different dimensions 
of internal-external, grey-zone area as well a cross-border 
dangers need to be considered together. This includes a 
whole-of-government approach. One challenge is also 
data-sharing, which often does not even work within 
national states (e. g. conventional crimes). Critical 
infrastructure operators need more knowledge of how 
they get exploited and need to be more willing to share 
data among each other and with authorities. In this 
aspect, foresight exercises are of crucial importance. What 
can we learn from what has already occurred for things 
that haven not happened yet? One approach might be the 
preparedness through speculation and the focus on most 
probable cases can lead to strategic surprises.

Sustainable Future of Ukraine and European Solidarity

The sustainable future of Ukraine is tied to the broader 
stability of Europe. The ongoing war has reversed years of 
economic progress, creating immense challenges for 
recovery and reconstruction. These challenges — ranging 
from the immediate needs of rebuilding to the long-term 
goal of EU accession — necessitate a unified response 
from Ukraine and its European partners, leveraging both 
solidarity and strategic foresight. Therefore, the second 
panel dealt with the needs and instruments of Ukraineʼs 
recovery and elaborated on what the EU and its member 
states can do to support the process so that it leads 
towards EU enlargement. 

German Chancellor Olaf Scholz asserted that the best 
reconstruction is prevention. This underscores the need 
for conflict prevention and strong defence capabilities. 
Therefore, military support remains a cornerstone of 
Ukraineʼs reconstruction, ensuring it can prevent further 
destruction as best as possible, stabilise its energy 
systems and negotiate from a position of strength. 
Security guarantees from NATO and the EU will be crucial 
going into the future. Still, Ukraine already faces a 
complex challenge of reconstruction including the sheer 
scope of destruction and the lengthy timeline required to 
rebuild at a time when war is still ongoing. The Ukraine 
Recovery Conference in Berlin in June 2024 focused on 
four dimensions of reconstruction — business, local and 
regional, human, EU — that are helpful to understand 
Ukraineʼs needs and the ways in which the EU can 
contribute to its recovery.

In terms of business, the ambition is to encourage private 
investment in Ukraine, which is essential for 
reconstruction. The destruction of energy infrastructure 
highlights the need for investments in stabilising 
electricity production, a priority area for both immediate 
relief and long-term development, including attracting 
investments. Ukraineʼs partners can contribute to this by 
providing the aforementioned security guarantees that 
are essential incentives for businesses to consider 
investing in Ukraine. In terms of regional and local 
dimension, it is important to counter tendencies for re-
centralisation in Ukraine so that local actors are 
empowered to contribute to a democratic reconstruction. 
Fostering regional participation will further ensure the 
resilience of reconstruction projects.

In terms of the human dimension, millions of refugees and 
displaced persons represent both a challenge and an 
opportunity. There is a clear correlation between the 
shelling of Ukrainian cities by Russia and increasing 
migration by Ukrainians which again underlines the 
importance of hard security measures. Most Ukrainian 
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refugees — primarily women and children — reside in 
European countries, where the legal status for Ukrainians 
is attractive, and integration has been relatively 
successful, even though employment rates differ strongly 
between EU Member States. Many Ukrainians abroad 
contribute to host economies, such as Poland, where their 
skills are leveraged to mutual benefit. However, many 
Ukrainian migrants often work under their skill level. Due 
to their relatively smooth integration, their potential 
return to Ukraine hinges on security assurances and 
economic prospects in their country of origin. After years 
of settling in new surroundings, the percentage of 
Ukrainians who plan on returning is decreasing. Hence, 
incentives for a return and the active participation in 
reconstruction need to be present, so that at least circular 
migration could become a reality. In addition to policies 
addressing displaced people and refugees, inclusive 
policies for veterans, minorities, and people with 
disabilities will also be vital in fostering a post-war society 
that can reconstruct. 

Ukraineʼs reconstruction is deeply intertwined with its 
ambition to join the EU, a process that has the potential to 
anchor democratic and economic reforms in the country. 
Enlargement could also stabilise the Eastern Flank of the 
Union and send a clear message to actors that are 
threatening democratic values. Post-war Ukraine must 
guard against democratic breakdown by reinforcing 
institutional capacity and fostering civil participation. 
Democratic tools such as e-petitions and digital platforms, 
especially at local levels, are instrumental in shaping an 
inclusive, participatory vision for Ukraineʼs future. 
Mechanisms like the Ukraine Peace Facility exemplify the 
requirement of coordinated efforts to mobilise and 
sustain international financial support for this process. 

Ukraineʼs experience provides valuable lessons for the 
broader region. Its recovery highlights the intersection of 
reconstruction, solidarity, and shared democratic values. 
Ensuring that Ukraineʼs recovery succeeds is not only an 
act of solidarity but a strategic imperative for Europe. 
Supporting Ukraine is not charity — it is an investment in 
the security and stability of the European continent. The 
urgency of this task cannot be overstated. Disagreements 
persist across Europe regarding the extent and nature of 
support for Ukraine. Nevertheless, the consensus must 
remain that Ukraineʼs future is intertwined with Europeʼs 
own. Only through sustained efforts across military, 
financial, and democratic dimensions can both Ukraine 
and Europe ensure a stable, sustainable future.

EU Enlargement and European Security

The future of the European Union and its security 
landscape is deeply tied to its approach to enlargement. 
Yet, acceptance of the European project is waning across 
societies, undermining the political foundation necessary 
for ambitious expansions. While Ukraineʼs potential 
accession could bring significant benefits, it also poses 

challenges that require careful management to ensure a 
stable and united EU. Nevertheless, the EUʼs autonomy 
and global influence would grow with enlargement, and 
its founding members owe their power today to past 
expansions. The third panel debated the current 
challenges of the enlargement process and possible ways 
forward.

Ukraineʼs accession to the EU raises concerns about its 
impact on the EU budget, labour market, and agricultural 
sector. Similar apprehensions accompanied the 2004 
enlargement, yet that expansion ultimately strengthened 
the EU, benefiting major member states. Ukraine could 
offer even more significant advantages: a well-educated 
workforce, critical raw materials, and robust defence and 
energy sectors. Its experienced army and agricultural 
capacity — positioning an enlarged EU as responsible for 
30% of global wheat exports — highlight its strategic 
importance. To manage the transition, tools like phased 
accession, increased EU fiscal capacity, and conditional 
trust-building measures will be essential. Conditionality 
and merit-based criteria must remain central to the 
process, ensuring candidates meet necessary standards 
without compromising the EUʼs integrity.

However, Ukrainian agricultural integration remains 
contentious, with European farmers expressing strong 
resistance. Postponing this aspect of accession might 
alleviate some immediate tensions. Security considera-
tions also weigh heavily on Ukraineʼs accession. NATO 
membership for Ukraine appears unlikely due to the 
allianceʼs even more complex veto structure. Alternative 
solutions for addressing Russian aggression are 
necessary, such as international boots on the ground from 
non-Western partners like India and Brazil. These 
measures would bolster Ukraineʼs security while 
maintaining NATO cohesion.

Candidate countries, particularly in the Western Balkans, 
have faced decades of frustration due to unfulfilled 
promises. The 2003 commitment to eventual EU 
membership remains unfulfilled, breeding 
disillusionment and scepticism in the region. While 2022 
brought a renewed focus on enlargement, the EUʼs 
internal problems and increased pressure on candidates 
to implement reforms have since shifted attention away. 
None of the candidate countries are currently ready to 
join, and a clear timeframe remains elusive. The delay in 
enlargement has provided an opening for external actors 
like Russia and China to increase their influence in the 
Western Balkans. These powers exploit weak borders, 
organised crime, and public frustration to discredit the EU 
and gain access to markets and decision-making 
processes. For autocratic regimes one ally within the EU is 
enough to obstruct its unity. Meanwhile, the continued 
presence of the U.S. in the region underscores perceptions 
of the EUʼs weakness.
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The EUʼs decision-making process for enlargement is 
cumbersome, with every small step requiring unanimous 
approval from the Council. This structure makes swift and 
decisive action nearly impossible. Proposals to streamline 
the process, such as empowering a single EU 
representative for negotiations or implementing 
passerelle clauses to bypass unanimity, could significantly 
enhance efficiency. The introduction of a minimum 
number of member states required to activate veto rights 
could be an alternative to Qualified Majority Voting. 

Regardless the EUʼs enlargement and its capacity for 
institutional unity depend heavily on political will, 
particularly from large member states like Germany and 
France. Currently, this leadership duo appears hesitant to 
drive expansion forward. Public opinion on enlargement 
remains subdued, leaving room for political narratives to 
shape the debate. However, enlargement offers the EU a 
chance to rebuild its credibility in its neighbourhood. By 
demonstrating its commitment to security and stability, 
the EU can counter extremist narratives and external 
influences. Military presence in Kosovo and Bosnia and 
Herzegovina, alongside stronger border controls, can 
address vulnerabilities exposed during the 2015 migration 
crisis. At the same time, credible pressure on candidate 
countries, particularly Ukraine, to implement reforms is 
essential to avoid situations like Turkeyʼs stalled accession 
process. While enlargement carries costs and risks, it is 
also an investment in the EUʼs future as a unified and 
globally influential actor. By reforming its processes and 
addressing member-state concerns, the EU can navigate 
these challenges and turn enlargement into a source of 
renewed strength and stability. The upcoming Polish 
presidency of the Council could bring a new momentum 
for the process. 
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